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HekoMmepueckoe napTHepcTBo
"HAYYHO-TEXHUYECKWUN COBET
EAMHOM 3HepreTMYecKoi cucTteMbl”

MPOTOKON

3aceJaHHs CeKIMM ABTOMATH3MPOBAHHBIH Y4YeT 3JIeKTPOIHEPTHH U
yipagJieHue djiekrponorpedinennem Hayuno-rexanueckoii kosuternn HII
"HTC E2C"

0 TeMe
"UndopmannoHHas 0€30MaCHOCTH TEXHOJOTHYECKHX HHPOPMAIMOHHEIX
cucreMm (Buprtyanuzanus nposepok AUUC KYI)"

20 HOs16ps1 2012 Ne 1 r. Mocksa

IIpucyrcrBoBain: 48 yemoBek

Ha 3acenannu BBICTYNHJIN:

C BCTYyNHUTEJIbHBIM CJI0BOM

Ilpencenarens cexkuMu ABTOMATH3HPOBAHHBIA YYET OJJIEKTPOSHEPIHH H
ynpasiieHue 3nekrpornorpednerrnem HTK HITI "HTC ESC" A.B.ITokaTtuios.

C noxiaanom
"WHdopManoHHas 0€30MacHOCTh TEXHOJIOTHYECKHX HHMOPMAIIMOHHEIX CHCTEM
(Buptyanuzauus nposepok AUMC KY3)" (Ilpunoxenue 1)
I'enrpunoBuy E.JI., ucnomaurensHsiii aupekrop SNITE GROUP GMBH

Bupryammsanus nposepok AMMC KYO Ha OntoBom PriHKe OnekTposHepruu
(ymanenssiii KoHTpoJb) (IIpunoxenue 2)

Eropos C.A. texauuyeckuit aupektop 3A0 UT® "Cucrems! 1 TexHoaoruu",

r. Bmagumup.



3aciaymiaB  BBICTYIUIGHHS M OOCYXXIOEHHSI B  JHUCKYCCHH, CEKIIHA
ABTOMaTHU3UPOBAHHBIN y4ueT AIIEKTPOSHEPTUHU U yIIpaBIIEHUE
anektporotpebdiaeauem HTK HIT "HTC EDC" ormeruna:

B kadecTBe MOCTaHOBKY 33/1a4H, IIPH MOJATOTOBKE JOKJIA0OB, HCIIOJIH30BAIHCH
JaHHBIE  TPENOCTaBICHHBIE KomMMmepueckuM  omeparopom (KO) OAO
" AAIMUHHCTPATOP TOPIOBOM CHCTEMBI".

Mensis nopsinok nposeaeHus nposepok AUMC KV3 Cy6sextos OPOM, KO
COBEpIIAET ACUCTBUS, KOTOPHIE IOMUMO "TIOJIOKHUTEIBHBIX' BO3MOXXHOCTEH MOTYT
MIPUHECTH U MOTEHIIUAIBHBIE "OacCHOCTH .

B noxnane I'enrpunoBuya E.JI. chopMymrpoBaH psj MOTEHIHANBHBIX YTPO3
U METOJIOB MX HHBEIMPOBaHHWA, Kak ¢ TOUKH 3peHus CyObekta OPOM, Tak u ¢
touku 3peHus KO.

Hampumep, Takue kak
OmmbOku repcoHaia

[IpengHamMepeHHBIE EHCTBH IO COKPHITHIO (M3MEHEHUIO HH()OPMAITHH)
VYTeuka nHpOpMauu

OmubKy MporpaMMHOro 00ecTieueHUs

HekoppekTHas paboTa mporpaMMHO-aIllIapaTHBIX KOMILJIEKCOB
HapymieHus MeTonoaoruu paboTsl

HckaxeHuss OTYETHOCTH

JTO KOHEYHO JAJIEKO HE MOJHBIN NEPEeYCHb PUCKOB, KaKHE-TO U3 HUX MOTYT
OBITH O0Jiee OMTaCHBIMU, KaKHe-TO MEHEE, PUUEM IS KaXKAO0H KOHKPETHOMH 3a1aun
OMacHOCTh OJHHUX U TeX K€ PHCKOB MOXET OBITh pa3Has. Ilosromy
IIPOCKTHPOBAHUE CUCTEMBI HH)OPMAITMOHHON 0€30IaCHOCTH BCET/Ia HAYHMHAETCS C
IIOCTPOEHHUS KOHKPETHOU MOZEIU YIpO3.

OTrMeueHo, 4YTO IENBIA pPsAA NPOUCHIECTBUH II0 BCEMY MHDPY, BKIIOYas
Poccuto, HarasiqHO AEMOHCTPUPYET PEATBHYIO OITACHOCTH OECIIEYHOI'0 OTHOIICHHS
K HHQOPMAaIMOHHON 0€30ITacCHOCTH IIPHU pealHu3allMd T€X WIH HHBIX IPOCKTOB.
CoBpeMeHHBIE TEXHOJIOTHH OY€Hb Y00HBI, HO, YaCTO, HACTOJIEKO XK€ YA3BHUMEI /IS
BHEIITHUX BO3ICHCTBHM.

Jis Cyobsekta OPOM nepexol Ha AWCTaHIIMOHHBIE IPOBEPKHA U MOHUTOPHHT
AHNC KVY3 co croponsl KO Ttpebyer, mpexnae Bcero, pa3paboTKU HOBOTO pasjiea
TPII wa AWUC KVYD wm otgensHoro TPII Ha wuHbOpMaInoHHOE
B3auMmojeiicTBue. Jlro0asg KpylHas KOMIIAHUA HMeeT Habop TpeOoBaHHUil IO
OpraHu3aIiy JOCTYIIa B BEJOMCTBEHHYIO CETh BHEITHUX I10JIb30BaTENCH, TO3TOMY,
MIPEXIE BCEro, MPUIAETCA YYEeCTh BHYTPUKOPIIOPATHBHBIE TPeOOBaHHWS M HAWTH
pelieHrne, KOTopoe UM OBl yIOBJIETBOPSUIO, 3aT€M HEOOXOAMMO OyIeT yd4ecThb
TUIOBBIC PEMICHHWs W CIEHapud, KoTopele B Oyaymem yrBepauT KO. Takum
obpazomM, HoBsli pasaen TPII (otaensHblii TPII) HEoOXx0muMO OyeT coriacoBaTh
KaK BHYTpH KommaHuy, Tak u KO.

B nmoxmage I'enrpuHoBuya E.JI.  paccMOTpeHBI HHCTPYMEHTHI, KOTOpPEHIE
MorJIA ObI OBITh HCTIOJIB30BAHbI IIPA YCTAHOBIICHUU COSOUHEHUS Mexay ceTbio KO
u cerpro cyorekra OPOM. Oto, mpexae Bcero, J[uon/lanHpix — duzndeckoe
YCTPOMCTBO, FTapaHTUPYIOMIEEe Ha GU3NIECKOM YPOBHE, OTHOHAIIPABIICHHBIH ITOTOK
OaHHBIX U3 onHoro cerMeHra IP-cetm B gpyroit. IIpuBeneHsl mpuMepsI
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ONTUMAIPHOM KOHQUIrypaluy, HCHOJIb3YyEMOM M ayIUTOPCKUX M CEPBHCHBIX
KOMIIaHUI U y)K€ XOpOILIO 3apeKoMeHAoBaBIIas ce0a Bo BceM mupe (MAIATO,
€BPOIIEHCKUE PETYIATOPEI SHEPTOPHIHKOB).

Ousnueckas uaeHTHQUKaMA npu goctyne B cetb Cyobekta OPOM -
npoaykT Portnox kommanuu Access Layer. JIro6oe mogkmodenue k cepsepy KO
wm CyOpekTa, HE BaXXHO, 4epe3 KaKHUe€ CpEACTBA BUPTyaIHM3allMH OHO OymeT
IPOBEACHO, MOXXHO OJHO3HAYHO HJICHTU(DUIUPOBATH U NPUHATH PEIICHHE O €ro
JIOITyCTUMOCTH.

[Tomyyenue nocTyma K MpUIOXKEHUSIM M 0a3zaM JaHHBIX - MNpoaykT PSM
kommaanu CyberArk.

Cuctema BHYTPEHHETO KOHTpPOJIA 3a JEHCTBHSMMU II0JIb30BATENICH — MPOMYKT
Intellinx.

Bce pemieHus UMEIOT COMMAHYIO MCTOPHIO Ha PHIHKE, BKIIFOYAs IEJBIN P
BHeApeHui B Poccun.

OnpeneneHsl OpraHU3allMOHHBIE MEPHI, KOTOPHIE HEOOXOAUMO MpopaboTaTh
KO:

e Pa3paGoTats, corjiacoBaTh ¥ YTBEPAUTH IPOEKT OPTaHU3AIMH BBIACICHHOIO
cermeHTa uHpopMmarmonHoi cetn KO, B menmsix MOHMTOpWHIA, aHAIH3a H
koHTpossi AUMC KY3 CyonexkroB OPOM

* BrimosHUTH, paboTH 110 CO3AHUIO U ClIade B AKCIUIYaTAIHIO BEIACICHHOIO
CErMEHTa

e Pa3paboTaTh U YTBEPAUTE:

— mepedeHb coOwITHM, (opMm, maHHBIX u oTdetoB AUWUC KVD
Cyb6sexkroB OPOM, KkoTtopele OyayT TOABEPraThCs OHJIAMH-
MOHHUTOPHHTY c0 cTOpoHEI KO

— mnepedeHs ¢yHkmuii AMHUC KVYD CybwsektoB OPOM, koTopsie
nopkHel ObiTh AocTynmHel KO mpu TpoBeIeHHM AMCTAHIMOHHBIX
IIPOBEPOK

— PperjiaMeHT NPOBEICHUS IUCTaHIIMOHHBIX MPOBEPOK

— THWIIOBBIE PpEIIEHUS I CHUCTEM O0e30macHOro WHGOPMAIMOHHOIO
B3aumozeictBus (bIB) CyosekToB OPOM c¢ KO.

A Taoke Bo3MOXHbIN niepeueHs TpedoBanuil KO k CyOobextam OPOM:
B nmoxkymentammu Ha AUVC KVY3O mpexycMoTpeTs ClieHapHH yOajJcHHOrO

nocrtymna co cropossl KO (BHectu usmenenus B [IMU, T3, TPII, npoTokoiis:
MIpEABAPUTEIBHBIX HCIBITaAHUI), B COOTBETCTBHM C TpeboBamusmu KO mo
MOHUTOPHHTY U MMPOBEACHUIO TUCTAHLIMOHHBIX MPOBEPOK

e JlopaboTtaTh ¥ cIaTh B IIOCTOSHHYIO OKCIUIyaTallMI0 IIPOrpaMMHOE
obecneuennie AUMIC KYD

* PaspaboTats, corjiacoBaTh U yTBEPAUTH MpoeKT cucteMbl BUB ¢ KO

* Buegpute cucremy BMB u npemocraBute KO pesynbTaTel HCHBITaHMIA
CHCTEMBI IIPU BBOJIE B IIOCTOSTHHYIO KCILTyaTaIUIO



[MpemtokeHa cxema Oe3omacHoro uMH(popMarmoHHOro B3ammojeiicteus KO ¢
Cyonexramu OPOM:

CxemMa 6e30nacHOro B3aMmMoleucTBus

Kanan MmoHuTOpUHra

CyobeKkT

Kanan nposepok AULC KYD

Jlornueckue

goctyna Kk B[] )

Y MPUMOXEHUSM Firewall +
dusnyeckas VPN
UOeHTUdMUKaLms,
BXO/ B CETb

dusumyecknii paspbis.
BknoveHue no komaHae
OTBETCTBEHHOrO

B goxmage I'enrpunoBuua E.JI. oTtmeueHo, 4uro Oa3upysice Ha
MEXIYHApOJHOM OIBITE, JaHHAas cxeMa OOECIEeYNT MaKCHMAJIbHBIA YpPOBEHb
uHQOpMAIMOHHOM  0€30MacHOCTH  IpPH  TapaHTUM  peaju3alid  BCEX,
sanpammuBaeMbix KO ¢yHKImii.

3A0 UT® "Cucremsl u TexHOJOTHMH', Kak paspaborumk ANNC KVDO,
MPENOCTaBIWI  MPEMJIOKEHUS [0 MPUKIAAHBIM BapHaHTaM  OpraHU3aIldd
JTUCTAHITMOHHOTO JocTyna k cucteMam KVY.

1. BeicTpoe pemieHue



OAO «ATC» — —
‘ ®[locTyn K cepBepy cybbekta OPD yepes ceTb
S Internet no TexHonoOrMK «yganeHHbIN pabouunii
4

cron» (RDP)
Internet
®C60p AAHHbIX CO CYETYMKOB MPU MOMOLLMU
T v w
OrLenrOn g;e‘;fowe «3aBOACKOW» NMporpammbl HaCTPOUKU. B cnyyae
o (Firewall) TpexypoBHeBoM cuctembl — YCIMN/ aonKeH

obecneynTb «CKBO3HOM KaHa/i» A0 CYETYMKa.

Mporpamma
4 HaCTPOKM CYETUMKOS

e /4EHME KOHEYHbIX Pe3y/IbTaTOB U CPaBHEHUe
VAR Hue Yyepes gonoaHutenbHoe MO (Tabanubi Excel).

Mogem - é

Jns peanusanvy JAaHHOIO II0JXOJa B YCTPOWCTBaX M MPOrpaMMHOM
obecneuenur oT 3A0 UT® "CUCTEMBI U TEXHOJIOTUN" nognepkuBacTCst
""TEXHOJIOTHS CKBO3HOI'O JJOCTyNa" 10 CYETUHKA.

OTMeueHBI IUIFOCH U MUHYCH "OBICTPOTO peIIeHus .

ILnrocer:

- Pabora co cueruukamu dyepe3 3aBoackoe IIO (xoHuryparop)
obOecrieurBaeT BBHICOKYIO CTEIEHBb JOBEPHS NaHHBIM M MaKCHMAJIbHBIH O00BEM
uHbOpMaITIn.

MuHychI:

- be3omacHOCTs — BHEIIHUH MOIB30BATENb MOIYYaeT JOCTYN K yJAJICHHOMY
pabodyeMy CTOly BHYTPHU KOPIIOPATUBHOHN CETH IPEOIPHATHS, a TaK Ke
mapond Ha goctymn K BJ[ u cuetuukam. Jlaxke ecod  OTOpPOCHTH
3JIOHAMEpPEHHBIE JEHCTBHUS MOJIH30BATEN BO3MOXKHBI U3MEHEHHS HAaCTPOEK
cYeTyrKa "CIlydaifHbIM KIMKOM'"' B KOHQUTYpaTOpeE.

- IIO HacTpolky cYeTYMKa Kak IIPaBWJIO HE IMPOBOAWUT ayTCHTHU(PHUKAIIHIO
orepaTopa U HE BEAET >KypHaJI €ro ACHCTBHI, I KOHTPOJIA TpeOyercs
"aHaJIOT BUJI€OpErucTpaTopa” paboThI C IPOrpaMMOi.

- IIpu mnpomepke mnpumensercs I[IO OT HECKONIBKHUX IIPOU3BOIJUTEICH C
pa3nuYHBIME HHTEpdeiicamu, TpeOyeTcs IUIaH COTIOCTaBICHHUA KOJIOB TOYEK
BeiTaHHBIX OAO "ATC" u ¢u3uyYecKUx aJIpecoB YCTPOMCTB/KaHAIIOB
u3MepeHus. B pesynprare HE HCKIIOYEHBI OMIMOKH TIPH COMOCTABICHHH
3Ha4YeHUM "OT Jpyroro yCTpOHCTBA" ¥ METOAWKAa HCHBITaHUN Oymer
J0CcTaTOYyHO CciIokHON. Tak >xe TpeOyeTcs OTCIIEeKUBATh aKTyaJbHOCTh
Bepcur [10 koHQUTrypHUpOBaHHS CUETIUKOB.

- Jlua moxydeHHs KOHEYHOIO pe3ylibraTa HeOoOXOoAWMa JIOTOJIHHTEIbHAS
oOpaboTka [MaHHBIX (HaIpUMEp yMHOXEHHE Ha  Ko3ddumueHt



tpancopmanuu B Excel), B Xo1e KOTOpOi MOTYT OBITh TOMYIIECHEI OITHOKH
U B pe3yJIbTaTe MPUHATO HEBEPHOE PEIIECHUE.
2. IIpenyaraemoe penieHue

® J[lnsa yaaneHHow nposepku AUUC

OAO «ATC» y T npepocrasnaerca WEB goctyn K gaHHbIm
;

Ccucrtembl C nNpaBamu ToJIbKO Ha YTeHue

WEB 6payzep

® Yepes WEB uHTepdeiic onepaTtopy

” AOCTYNHbI cnepyowme GyHKUUK:

Cybnen 0P 7 G ® [Monyuntb AaHHbIE U XKYPHaNbl COBbLITUIA
obopyaosarw
=P u3 b/} cepsepa AUMC.
wemlm ® OnpocuTb faHHbIe U XKypHanbl
i Copoep Ao HenocpeACTBEHHO CO CYETYUKOB.
nposepkn AUKC (CBop v obpaboTka o
wibopmatn) ® BbINONHUTbL CPAaBHEHUE 3HAYEHWIA
l cyeTyuMKa ¢ AaHHbIMK U3 b1 n XML
voson il (80020, 80030, 51070)
. ® CerteBasa 6besonacHocTb obecneynsaeTca
Habopom TMnoBbix peweHun gna WEB
nopTasnos.

® Bce gencrsus onepartopa
YKYPHaNUpyoTcs.

[Tpenmaraemoe pemenue — 3to 6e3onacHoctb. [t WEB mopranoB umeercs

Ha0Op TUMOBBIX pemeHud no 3amure [T cTpyKTyphl peAnpUATHS Ha CIIydail eciu
TpeOyeTcs MpPEeJOCTaBIATh IOCTYN IOJIh30BaTEsIM M3 OOIIEHOCTYIIHBIX CceTeit
(Autepuer). B cmyuae B3moma WEB cepBepa "310yMBINIUIEHHUK" HE ITOIYYHT
JOCTYTI K cepBepy cOopa u 0a3bl JaHHBIX.

OTMeueHbI MPEeUMYINECTBA MMPEAIAracMOro PEMICHUS:

1. Mexanusm cbopa JHaHHBIX CO  CYETYHKOB B  IPOTECTHUPOBaH
npousBoautesivu 110 g1 AMUC (B wactHoctu "Ilmpammpa 2000") u
IIPOBEpPEH IIpU HCHBITAHWAX Ha YTBEPXKACHWE THUIIA CPEACTBAa HM3MEPEHUS,
MMO3TOMY JOCTOBEPHOCTHh HPEIOCTABIIEMBIX JAHHBIX HU YyTh HE MCHBIIC
4yeM Ipu paboTe uepe3 KOHPUrypaTop CUETIHKA.

. Y monp30BaTeii HET MPSIMOrO JOCTYyIa K cepBepy cOopa M OTCYTCTBYIOT
BO3MOXHOCTh MU3MEHEHUSI HAacTpoeK cucreMsl. Jlaxe B ciaydae "araku" Ha
Web-cepBep MakcuMmanbHbIi 3Q(GEKT — 3TO BpEMEHHash HEAOCTYITHOCTH
CEpBUCa YAAICHHOU MMPOBEPKH.

. Hoctynn ko Bcem HeoOxomumbIM il KOHTpoiasi AUNC dbyakumsm depes
eIUHBI uHTepdeiic — ymporaeTcss METOAuKa IIpPOBEpKHU. [IpoBepsrommiuii
pabotaer B TepmuHax (komax) AMUC 06e3 [OOMONHUTENBHBIX TaOIIHIY
COOTBETCTBHSA - MCKIIOYAeTCs IIyTaHWIIAa C TIEPEBOJAOM HA3BaHHUHA M
0TOOpaXacMBbIX BEIMYHH.






